Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Message Text 

CONFIDENTIAL 

PAGE 01 BONN 06425 01 OF 02 101253Z 
ACTION OC-06 

INFO OCT-01 EUR- 1 2 ISO-OO CCO-OO SY-05 OPR-02 /026 W 

069389 101331Z/50 

R 101246Z APR 78 
FM AMEMBASSY BONN 
TO AMEMBASSY WARSAW 
INFO SECSTATE WASHDC 7483 

CONFIDENTIAL SECTION 01 OF 02 BONN 06425 

FROM RCO 

E.O. 11652GDS 
TAGS: AVCE, ASEC 

SUBJ: VOICE RADIO, ANTI TERRORIST/SECURITY 
REF: WARSAW OFFICIAL INFORMAL 22 MARCH (NOTAL) AND 
PREVIOUS 

1 . REGRET RADIO OFFICER NOT AVAILABLE FOR ON-SITE 
REQUIREMENT SURVEY. OF TWO ASSIGNED OFFICERS, ONE 
ABSENT ON EXTENDED TRAINING, OTHER FULLY COMMITTED 
INDEFINITELY TO ON-GOING OPERATIONAL REQUIREMENTS TO 
INCLUDE VIP SUPPORT. 

2. TO SATISFY POLISH AUTHORITIES, FOLLOWING 
INFORMATION SHOULD SUFFICE: 

A. EQUIPMENT AND TYPES (ALL GEN ELEC) 

(1) FIXED BASE DC-76 DUAL FREQ, 80 WATTS PEAK R.F. 

OUTPUT. 

(2) FIXED BASE FM-56 DUAL FREQ, 35 WATTS PEAK R.F. 

OUTPUT. 

(3) MOBILE BASE MT-76 DUAL FREQ, 80 WATTS PEAK R.F. 

OUTPUT. 

CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 BONN 06425 01 OF 02 101253Z 


(4) PE-66 HAND HELD PORTABLE WITH VEHICULAR USE OPTION 
DUAL FREQ, 5 WATTS NOMINAL R.F. OUTPUT. 

B. OTHER CHARACTERISTICS SUCH AS MODULATION FACTOR, 
CHANNEL SPACING, ETC PREVIOUSLY FURNISHED. ALSO 
DESCRIPTIVE TECHNICAL LITERATURE SENT PREVIOUSLY ON ALL 
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TYPES EQUIPMENT. 

3. ANTENNAS, AND LOCATIONS: 

A. CHANCERY FOR MAIN BASE STATION; ONE 18 FOOT LONG 
VERTICAL, OMNI-DIRECTIONAL ANTENNA WITH NOMINAL GAIN 
OF 6DB. 

B. AMBASSADOR'S AND DCM'S RESIDENCES FOR 
RESPECTIVE BASE STATIONS - ON EACH 3 FOOT LONG 
VERTICAL OMNI DIRECTIONAL ANTENNA WITH NOMINAL GAIN 
OF 3DB. 

C. FOR AMBASSADOR'S AND DCM'S SEDANS - ONE EACH 3 FOOT 
LONG VERTICAL ANTENNA WITH NOMINAL 2-1/2 DB GAIN. 

D. FOR ALL HAND HELDS - BUILT IN, UNI-GAIN VERTICAL 
ANTENNA. 

4. FREQUENCIES: USE 165.125 AND 165.750 MHZ IF CLEAR. 

IF NOT, ANY TWO FREQUENCIES BETWEEN 139 AND 165 MHZ 
(MEGAHERTZ). FREQUENCIES SHOULD BE SEPARATED BY 
400-500 KHZ( KILOHERTZ). 
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5. LOCATION OF RADIO EQUIPMENTS: 

A. FIXED BASE, DC-76;CHANCERY 

B. FIXED BASE. FM 56; AMB RESIDENCE 

C. FIXED BASE. FM 56, DCM RESIDENCE 

D. MOBILE BASE, MT-76; AMB SEDAN 
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E. MOBILE BASE, MT-76, DCM SEDAN 

F. HAND HELD PORTABLE PE-66;AS DETERMINED BY EMBASSY. 

IN THIS REGARD, A MAXIMUM OF 10 PE-66 HAND HELD 
RADIOS ARE APPROVED. THESE CAN BE ISSUED WITH 
VEHICULAR CHARGERS/MOUNTS TO BE USED IN DUAL 
PORTA-MOBILE CAPACITY. 

G. THE PR-36 AND HN-36 EQUIPMENTS ARE CONSIDERED 
SUPERFLUOUS TO ANTI TERRORIST/SECURITY REQUIREMENTS. 
JUDICIOUS USE OF THE 10 PE-66 EQUIPMENTS IN EITHER/AND/ 

OR HAND HELD OR VEHICULAR OPERATIONAL MODE SHOULD 
SATISFY SECURITY REQUIREMENTS. IT SHOULD BE NOTED 
THAT INDIVIDUAL EQUIPMENTS (HAND HELD OR BASES) COST 
APPROXIMATELY 1400 DOLLARS EACH. ECONOMIC RESTRAINT 
LIMITS ISSUANCE FOR ONLY MANDATORY SECURITY 
REQUIREMENTS. 

6. TOPOGRAPHICAL FEATURES OF WARSAW ARE NOT CONSIDERED 
OF SIGNIFICANT LIMITING CHARACTERISTICS TO THE RADIO 
OPERATION ENVISAGED. 
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7. ADVISE FURTHER DEVELOPMENTS. 

STOESSEL 
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